Abstract. In this paper we describe the advantages of using iterative DiffieHellman (IDH) key trees for mobile ad-hoc group communication. We focus on the Tree-based Group Diffie-Hellman (TGDH) protocol suite, that consists of group key agreement protocols based on IDH key trees. Furthermore, we consider the anonymity of members during group communication over a public broadcast channel that provides untraceability of messages. The main goal of the proposed pseudonym generation scheme is to allow group members to generate their own pseudonyms that can be linked to their real identities only by a democratic decision of some interacting group members. The real identities are bound to public keys used in the group key agreement. The communication and computation costs as well as the security of the scheme can be optimized with respect to the characteristics of involved mobile devices.
Introduction
In this paper we describe the communication and computation advantages of the iterative Diffie-Hellman (IDH) key agreement for ad-hoc group communication scenarios and propose a new pseudonym generation scheme with threshold revocation which can be embedded in the IDH process. We are using IDH key agreement protocols of the Tree-based Group Diffie-Hellman (TGDH) suite, proposed recently in [7] . As communication infrastructure we consider a public broadcast channel between mobile devices that provides untraceability of messages, where only the attached identity values serve as identification of the sender. In our scenario members agree on a group key using the TGDH protocols and then compute their own pseudonyms using our pseudonym generation scheme, which is an extension to TGDH. These pseudonyms are unlinkable to the real identities of members used in the group key agreement. The real identity can be revealed only upon interaction of a certain number of group members in a democratic decision. Besides that, we propose a new communication and computation costs optimizing strategy given by the structure of the key trees established by the iterative Diffie-Hellman key agreement. It allows to choose the optimization cost factor that is common for all mobile devices that take part in ad-hoc communication. The strategy is based on the fact that keys assigned to IDH-tree nodes are shared between members assigned to leaves of the subtree rooted at that node. The optimization of costs is very Motivation. Different appliance scenarios can be considered for the ad-hoc group communication with pseudonyms, e. g. members of directing board of a company might want to communicate securely and anonymously in order to perform an anonymous election process, without having to trust into a third party. If at least one of members breaches the communication rules by broadcasting some misleading information, then other members might want to reveal her identity. The decision whether such dispute case has been occured is democratic since none of group members is obliged to take part in the revealing process. This is the main difference to communication scenarios with a designated group manager that decides when dispute case has occured. To achieve such democratic decision our scheme allows a subset of k members to trace any pseudonym to its holder, with k being a power of 2. Another example is an ad-hoc analogon to the GSM TMSI (Temporary Mobile Subscriber Identity) that would allow users to hide the real identity of their mobile devices by generating pseudonyms. In this case users are interested in generating such pseudonyms, since otherwise it would be possible to track their mobile devices.
Organization. The rest of the paper is organized as follows. Section 2 describes the IDH key agreement protocols of the TGDH suite. Section 3 outlines computation and communication costs of the TGDH protocols and shows their advantages in a mobile ad-hoc environment. Section 4 specifies the communication model and requirements defined for the proposed pseudonym generation scheme, that is presented in Section 5. We describe first a special case, when all group members have to interact in order to link a pseudonym to its real identity. Further, we give a generalized pseudonym generation scheme, that uses the structure of the IDH key tree, and mention additional optimizations for the limited power ressources of the mobile devices.
Iterative Diffie-Hellman (IDH) Key Agreement
Iterative Diffie-Hellman key agreement was originally proposed in [2] and later more specific in [5] and [7] . In [7] Kim et. al. introduce the Tree-based Group Diffie-Hellman (TGDH) protocol suite which allows group members to establish and maintain a group key through a contributory agreement, where each member contributes her own share to the common group key. There is no group manager or any other trusted authority required for this agreement. In the following, we give a brief description of the main protocols of the TGDH suite.
IDH Key Tree
The IDH key tree used in the TGDH protocol suite is a logical binary tree, referred to as T . It consists of nodes l, v , the v-th node at level l, 0 ≤ v ≤ 2 l − 1 and 0 ≤ l ≤ h where h is the height of T . Group members are represented by leaf nodes. Node 0, 0 is the root of T . Each node l, v is associated with a key K l,v and a blinded key
